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Motivation UF
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blg’ck hat

EUROPE 2014

« AT commands are not new...

FORUMS ~ LOGIN» REGISTER»
Xd a Jump back in Takes just a sec!

/ﬁ‘ xda-developers > Samsung Galaxy S 11 19100 > Galaxy S || Q&A, Help & Troubleshooting » [A][SG 0

« | he prevalence I1s unclear

» [he functionalrty I1s unclear

o s [A][SGS2][Serial] How to talk to the Modem with AT

CCCCC

. . . commands
° Th e S e C U rl-ty | m D a—C-t | S u n C ‘ e a r By E:V:A, Recognized Developer on 29th January 2012, 11:43 PM
4 Re ~-=Etmaik 1 Search Thread - -

Samsung lock bypass(vanilla fw,no other

* A systematic study of AT commands within apps)-Simple trick,no ninja exploit.Not sure if
bug or feature /cc @joystick
the Android ecosystem

« How to find them!?

* How to test them?

- How to abuse them? ‘ -
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Al Commands O A

* Hayes Modem Command Optional Parameters
. ATD Attention  Name
ol [DNfexed)[ :
-+
* ITU-T/ETSI AT||+[|[READ||?
. AT+CMGS | el L
AT||+|[CSET||=0,1,“param”
NSAUANEVAN -

* Android Ecosystem Extended Command

. AT+USBDEBUG Namespace (+, %, ...)
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How to find them!?
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1. Download/Crawl 2. Extract > 3. Import
build.
e prop AT
| .
_ Unzi cmds @ s
Mfg. Sites P parse
‘M unpack —» : —— — ]
Public Mirrors . filter AT DB
decrypt init.usb assign — _
\ e e e e Dl
;
1 H17:["a-zA-Z20-9]1|") # Left of the AT must NOT
2 # be a letter or number
3
4 B ?7P<cmd> # Capture the match
5 AT['@#$ 7 ~&x*+] # Match AT[symbol]
6 [_LA-Za-z0-9]1{3,} # Match the mname and
; Specification Usage # of AT Commands
9 | ?7P<arg> # Capture the match Hayes [16, 17] Basic 46
\7 # Match AT+READ? ITU-T V.250 [35] Application 61
# Match AT+ CSET=0, 1 ’ "p aram" ETSI GSM 07'05 [25] SMS 20
“L¥mih,TAnZasz0 9l | ETSITS 100916 [26 GSM 95
=\7 | # Match AT+TEST=7 [26]
= # Match a blank parameter Total (unique) 279
)7 # Match AT+EXEC
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Android Version Distribution UF
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Android Version Distribution

h Other T
350 an e oo o

4.4 KitKat 19 9.1%
5.0 Lollipop 21 4.2%

c 5.1 22 16.2%

D)

@)

g 6.0 Marshmallow 23 23.5%

(@)

g 7.0 Nougat 24 21.2%
7. 25 9.6%
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Al cmd Distribution Per Vendor
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How to test them!

* Setup

« A USB connection

/[dev/ttyACMO l

=

* Requirement

« A USB CDC ACM Interface
L/
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Android Devices lested UF
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Device Android Ver Modem Exposed

Samsung Galaxy Note 2
Samsung Galaxy S7 Edge
Samsung Galaxy S8 Plus

100gle Nexus 6P 1.1. N
Google Pixel 7.1.1 N
Motorola Moto X S5.1 N*
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How to abuse them! UF
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° . 6 O K) ’ Google ATcemd#

* When the reply is

o Dyn am | C An a‘ys | S /lib/libreference-ril.so 37
Android /lib/hw/bluetooth.default.so 23
C, “ /lib/bluez-plugin/audio.so 19

Samsung
hin/at_distributor

/app/FactoryTest_ CAM.apk 145
/bin/sec_atd 142

+ Static Analysis

- I |
R2, =(tag_name - O0x2A5C4) LDR R2, =(tag_name - Ox2A5DE)
RO, # MOVS RO, ; buflID
R3, =(aAtcmdUsbHandle -~ 0x2A5C6) LDR R3, =(aAtcmdUsbHandle 0 - Ox2A5E2)
R1, # MOVS R1, ; prio
R2, PC ADD R2, PC ; tag
R3, PC MOVS R6
loc_2A5E4 ADD R3, PC
STRB.W R6, [SP, : ]

1B EEEEEEER

[ P

R2, =(aFalse - 0x2A638)

R2, PC loc_2A638
loc 2A63C LDR R2, =(aTrue - 0x2A63E)
ADD R2, PC
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FiIrmware rlashing FO DA

+ AIT2DLOAD
- AI+SUDDLMOD=0,0
+ AT+FUS?
+ AI76FRST
« ATFCRST=FRS
- ATF+FACTORST=0,0
+ AI2sMODEMRESE T
+ AITRESTART
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Android Security Bypassing

. ATH

. ATA
. AT%IMEI=]

« AlI%USB=adb

baram|

+ AIKEYLOCK=0

. AT+CKPD
+ AT+CMGS

- AI+CGDATA
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Sensitive Information Leaking
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MN (SM—-G955U ) : BASE ( SM—N9@Q) : VER( G955USQU1 AQD9/

. AT+DEVCONINFO G955U0YN1AQD9,/G955USQU1 AQD9,/G955USQUA AQDI ) :
HIDVER(G955USQU1AQ39/6955JOYViAQ)Q/GQSSJSQUiAQDQ/

. AT+IMEINUM G955USQU1AQD9) : MNC( ) : MCC( ) : PRD(VZW) : : OMCCODE( ) :
) SN(R38HCOONWMR) : IME I ( 354003080061555) :

« AT+SIZECHECK UN(9887BC45395656444F ) :PN( ) : CON(AT ,MTP) : LOCK ( NONE) :
L IMIT(FALSE) :SDP(RUNTIME):HVID(Data:196609,
- Al+CLAC Cache 262145, System: 327681 ) : USER(OWNER)\r ',

OK#\r', 'OK\r']]

- ATPQCCLAC

+ ATZPROCCAT AT%PROCCAT-=../arbitrary/file
. AT%SYSCAT
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Modem Al Proxy Ul
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+ AT+TRACE
+ Al +XDBGCONF
- AIT+XABBTRACE

« ATFXSYS [ RACE

+ AI+XLOG=95, |

https://forum.xda-developers.com/galaxy-s2/help/how-to-talk-to-modem-commands-t [4/ 124 |

https://software.intel.com/en-us/blogs/20 | 5/04/30/new-intel-usb-driver-version- | 90-for-android-
devices-avallable-for-download
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https://forum.xda-developers.com/galaxy-s2/help/how-to-talk-to-modem-commands-t1471241
https://software.intel.com/en-us/blogs/2015/04/30/new-intel-usb-driver-version-190-for-android-devices-available-for-download

Hidden Menus

. AT+VZWAPNE ;; o
. AT$SPDEBUG weDwAOny

. AT%MINIOS .

. AT%VZ\WHM

. AT%NVZWIOTHM

. AT%AUTOUITEST

Connectivity Test

Battery Test

Call Test

' )
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LG G4 Touch Injection to Enable Developer
Options



Mitigations & rixes

+ Remove the USB Modem Interface

« Restrict the USB Modem interface

+ Use whitelist for command filtering

» Samsung and LG have issued security updates

- LVE-SMP-180001
- Severity : High

» Date reported : February 02, 2018

»  Affected device information : Android devices with OS 6.0, 6.0.1,
/70, 7.1.1,7.1.2, 8.0, 8.1

» Description : Vulnerability of AT CMD(Command) in smartphones.
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Now VWhat!

& ' @ Secure https://atcommands.org w O Iip

Home About By Vendor By Version

https:/atcommands.org

AT+DATABASE

AT+USB

AT+USBCHANG
AT+USBDEBUG
AT+USBMODEC
AT+USBMODEM
AT+USBSWITCH
AT+USBTTEST
AT+USBTYPEC
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https://atcommands.org

https://davejingtian.org

Thanks!
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