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query_mac_dac(S,T,C,P). 
query_mac_dac_cap(S,T,C,B,P). 
query_mac_dac_cap_ext(S,T,C,B,E,P).

We developed a Prolog query engine to find attack-paths with 
MAC, DAC, CAP, and external attack surface filtering 

As a case study, we ran queries against a 1.3 
million edge Samsung S8+ and a ~2 million 

edge LG G7 image
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query_mac(untrusted_app,mediaserver,4,P). 
query_mac_dac(untrusted_app,mediaserver,4,P). 

#Paths Time (s)
102,915 22.48

5,146 518.62

Each additional layer reduces the number 
of possible paths.

MAC to MAC+DAC has a 20x reduction in 
the number of paths to be considered.
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Some of the most powerful processes (system_server) on 
Android deal with some of the most untrusted data. 



Florida Institute for Cybersecurity (FICS) Research

Process Strength

15

query_mac_dac(init,_,1,P). 
query_mac_dac(system_server,_,1,P). 
query_mac_dac(hal_usb,_,1,P).

query_mac_dac(init,_,1,P). 
query_mac_dac(system_server,_,1,P). 
query_mac_dac(lpm,_,1,P).

Image Process # Writable # IPC

Samsung 
S8+

init 2,066 296

system_server 1,398 458

lpm 634 8

LG G7

init 1,233 418

system_server 573 368

hal_usb_default 508 19

Some of the most powerful processes (system_server) on 
Android deal with some of the most untrusted data. 

system_server should be refactored into smaller, less 
privileged processes, similar to mediaserver
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Privilege Escalation Analysis
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process:zygote
<CAP SYS ADMIN>

<various files>

process:crash dump process:vold
<uid=0>

crash dump exec:transition

*:write

vold:ptrace

#1 query_mac_dac(zygote,vold,3,P).

#2 query_mac_dac_cap(_,crash_dump,1,CAP_SYS_ADMIN,P).

22 additional processes beyond zygote could escalate

CVE-2018-9488  
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Conclusion
• We create BigMAC, one of the most fine-grained policy 

analysis frameworks for Android devices, and recover a 
running system’s security state from static firmware

• BigMAC surpasses previous MAC-only policy analysis 
approaches through its layered path reduction, improving 
analysis results and discarding impossible runtime paths

• We highlight BigMACs ability to investigate escalation 
paths and examine the strength of processes
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